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Under standing Peer-to-Peer Networking

It all started becoming popular
when millions used Napster to
download their favorite song
rather then trekking to Wal-
Mart to buy the CD. Although,
Napster is now legal, others
aren’t, and nowadays a whole
lot more then music can be
found on peer-to-peer net-
works.

So just what is peer-to-
peer networking (P2P)? When
you access the internet you
open a browser such as Net-
scape, Internet Explorer, etc.
P2P is a similar concept. It is
an application that runs on
your computer and allows you
to share files.

P2P networking allows
computers to communicate
directly with one another rather
then through a central server
like a website. With P2P soft-
ware you can allow anyone in

the world to copy files directly
from your computer. This
could be a single file, a whole
folder, or even your entire hard
drive. “Without care, you may
be sharing more than you
think.”

Like a search engine on
the Internet, P2P software al-
lows a user to type in a search
term. The search will turn up
files with that term in them.
“The search pulls from any
computer currently connected
to the Internet running that
P2P software.” You can then
select the files you want to
download; you could be
downloading files from a com-
puter in China.

While P2P can be neat
and fun to use, there are defi-
nitely many dangers associ-
ated with it.

P2P networks have been

Spyware: AreYou Aware?

M ost peer-to-peer networking software now comes entangled with all types of spyware and adware. To

download Kazaa, Blubster, or others you must automatically accept the inclusion of this other “ software.”

In addition, removal of spyware or adware often causes the peer-to-peer software to stop working.

So what isthe big deal about alittle spyware or adware?

1. Youarebeing spied on. The spyware and adware snoop on your behavior and transmit information
over the Internet to third parties. This can include private data such as credit card numbers.

2. Spyware and adware cause your system or network to run slower. The constant transferring of infor-
mation uses up bandwith and computer resources.

3. It'sannoying. Spyware and adware can cause frequent pop-up browsers and other annoying hassles
while online or surfing the Internet.

the centerpiece of intellectual
property lawsuits, especially
those involving illegally
downloaded music. Numerous
P2P users have been sued by
record companies for illegally
downloading copyrighted mu-
sic that they didn’t pay for. It's
not just music, either. Pirated
Hollywood movies and soft-
ware are frequently traded
across P2P networks. File-
sharing across the peer-to-
peer network can lead you to
inadvertently breaking copy-
right laws.

File-sharing over P2P net-
works also puts the user at risk
for computer viruses attached
to the shared files.

While P2P networks are
useful and provide a beneficial
service, they also provide an
opportunity for abuse and
computer virus transmission.
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Peer-to-Peer: Unknown Dangers

Over 150 million people world-
wide use P2P software. How-
ever, not all of them are safe, re-
sponsible, and law-abiding users.

So why is peer-to-peer file-
sharing so dangerous? There are
a number of reasons:

lllegal, Unethical, and Im-
moral—Unfortunately the
most common uses of P2P
are illegal ones such as copy-
righted music, copyrighted
software, pornographic mate-
rial, and even child pornogra-
phy

Viruses—When downloading
a shared file, one big danger
is to download a computer
virus or Trojan horse onto
your computer. These viruses
can cause all kinds of prob-
lems from erasing all files on
the hard drive to the auto-
matic sending of porno-
graphic e-mails to all of your
friends in your mail directory.
The worst part is virus protec-
tion software which works on
the Internet and e-mail, isn’t
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protecting you while running
P2P software.

Pornographic Downloads—
Today, 35% of all peer-to-
peer downloads are related to
pornographic material. This
equates to approximately 1.5
billion pornographic file
downloads every month.
When children access a por-
nographic website usually
what they end up viewing is a
number of still photographs of
objectionable material. The
really bad stuff, the most
graphic material, is usually
not available unless it is pur-
chased with a credit card.
With peer-to-peer file-sharing,
children can download a free
triple-x rated movie full of
hard-core pornography.
What's more, most Internet
filters don’t work well or
sometimes even at all with
P2P software.
Spyware—Many of the peer-
to-peer programs automati-
cally install spyware on your
computer as part of the P2P
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installation process. These
Spyware programs can range
from a simple nuisance to a
true invasion of privacy. They
can cause numerous pop-up
ads, banners to appear, track
your viewing patterns, and

more. If you've noticed that
you are getting numerous an-
noying popup messages,
odds are that you may have a
Peer-to-peer file sharing pro-
gram installed.

Peer -to-peer software is out
there and being used by youth.
Without being aware of the dan-
gers and understanding the risks
and consequences, they are
opening themselves up to untold
risks.

I nter esting Peer-to-Peer Facts

There are 150 million + users of peer -to-peer software. (Internetfilterreview.com)

Sudents 12-18 years old make up 41% of American P2P users. (Recording Industry Association of

America)

- 56% of files found using innocent search terms wer e pornographic. (House committee on Govern-
ment Reform and General Accounting Office)



